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Resilience is the ability to prepare for and adapt to 

changing conditions and withstand and recover rapidly 

from disruptions. Resilience includes the ability to 

withstand and recover from deliberate attacks, 

accidents, or naturally occurring threats or incidents. 

— U.S. Presidential Policy Directive 21 (2013)



A hyper-connected 

world translates into 

a greater risk of 

cascading failures



• Hyperconnectivity compounds the consequences of 

disruptions

• While connections often bring benefits, they also 

create dependencies and interdependencies. 

• What used to be local shocks are increasingly likely 

to have far-reaching and costly consequences.

Sources: Forbes, Gartner, SAP. / https://informationisbeautiful.net/visualizations/the-internet-of-things-a-primer/



5Understanding the Interdependency Challenge

National Aeronautics and Space Administration. NASA Science News. Severe Space Weather – Social and Economic Impacts. June 2009 at 

http://science.nasa.gov/

science-news/science-at-nasa/2009/21jan_severespaceweather/

http://science.nasa.gov/science-news/science-at-nasa/2009/21jan_severespaceweather/


The Resilience Imperative

“The abiding strategy of our parents’ generation 

was ‘containment’ of communism in order to be 

free.  The abiding strategy of our generation has 

to be ‘resilience.’  We will only be free to live the 

lives we want if we make our cities, country and 

planet more resilient.”

* Thomas L. Friedman, The New York Times, May 24, 2014



Inadequate designs

for embedding resilience 

into systems at 

multiple levels

Pervasive economic 

disincentives

for investing in resilience

Inadequate 

governance 

frameworks

and policy guidance to 

foster resilience

A lack of adequate training

and education to support the 

development and implementation 

of tools, applications, processes 

and policies

Risk Illiteracy

and a pervasive lack of 

understanding of 

interdependent systems

Building the Resilient City Requires

Overcoming 5 Critical Barriers



“Isaac’s Storm” – 1900 Galveston Hurricane

• Deadliest natural disaster in U.S. history

• Cat 4 hurricane struck Galveston, TX on 9 Sep 
1900

• Estimated 8,000 dead 

• Every house in the city sustained damage, with at 
least 3,600 destroyed

• Because of the destruction of the bridges to the 
mainland and the telegraph lines, no word of the 
city's destruction was able to reach the mainland.



Hurricane Florence 

Friday, Sept. 14, 2018 @astro_ricky



Hurricane Florence
By the numbers

• 44 deaths attributed to the storm

• 112 mph wind gusts measured in 
North Carolina's New River Inlet

• 35.93 inches of rain in 
Elizabethtown, North Carolina, 
setting the new state record for 
most rainfall from a single tropical 
system

• An estimated 10 trillion gallons of 
rain fell on North CarolinaBuildings stand in floodwater on Friday, September 21, 

2019, in Conway, South Carolina - CNN



Hurricane Florence
Cascading effects

1: NYT https://www.nytimes.com/2018/09/21/climate/florences-floodwaters-breach-defenses-at-power-plant-prompting-

shutdown.html

2: Newsweek: https://www.msn.com/en-us/news/us/florence-threatens-bridges-and-water-plants/ar-BBNmnVI

Sept. 15, 2018: 1 million 

people in the Carolinas 

without power2

Power loss can affect 
water treatment facilities

New Bern on Sept. 16. (Atlgan

Ozdil/Anadolu Agency/Getty Images)

Rocky Point , NC., on Sept. 17 

(Steve Helber/AP Photo )

Heavy rains breached 54 lagoons of 

hog-waste in NC – home of more 

than 2,100 hog farms, 9.7m pigs & 

10b gallons of manure per year)1

This can contaminate public water supply



Hurricane Florence - Cascading effects

Coal Ash contains arsenic, lead, and 
other heavy metalsOn 21 Sep 2018, heavy rains breached ash 

basins located at Duke Energy L.V. Sutton 

facility near Wilmington, NC

This can contaminate public water supply



Hurricane Florence
Cascading effects

The Brunswick nuclear plant in Southport, North Carolina on September 17, 2018 © Duke Energy / Handout / Reuters

• Flood waters isolated the 
Brunswick nuclear plant in North 
Carolina and left 300 workers cut 
off from the outside world. 

• Blocked roads prevented crews 
from entering to relieve the staff 
inside, and would make it 
impossible for them to leave the 
10-mile emergency evacuation 
zone around the plant if a higher 
state of emergency were declared



Learning 

from 

Superstorm 

Sandy

Superstorm Sandy on October 29, 2012
Source: NASA



Goldman Sachs Headquarters

200 West St. New York, NY

October 28, 2012



Source: Google+ Johanes Sugiharto

HQ is dry and has 

electric power, but . . . 

No employees 

due to disruption 

of transportation 

system

Little ability to 

telecommute due 

to region wide 

power outages

Goldman Sachs 

Headquarters
200 West St. New York, NY

October 29, 2012



Verizon Headquarters & Switching Center, 140 West St.

October 2012



Verizon Headquarters & Switching Center, 140 West St.

October 2012



Cable Vault Room at Verizon Headquarters, 140 West St.

October 2012



October 2012

Superstorm Sandy’s Impact on Metro NY-NJ Liquid Fuels Distribution



Superstorm Sandy’s Impact on 

Metro NY/NJ Liquid Fuels Distribution

Source: National Geographic, Nov. 2015
http://www.eia.gov/special/disruptions/hurricane/sandy/petroleum_terminal_survey.cfm

SUPPLY (42m gallons of petroleum products per day):

Port closure during and following 
the storm halted all maritime 
shipments (60+%)

Bayway Refinery and Hess Port 
Reading Refinery disabled due to 
damage and power outages (20%)

Colonial Pipeline stopped deliveries 
to northern NJ due to damage and 
power outages, slowing entire 
pipeline back to Gulf Coast (15%)

http://www.eia.gov/special/disruptions/hurricane/sandy/petroleum_terminal_survey.cfm


Potential Metro Boston Flooding Disaster Scenario



7-foot storm surge projection

Sasaki: seachange.sasaki.com

There are 30 substations 

in the Boston metro 

region within the 

projected 7-foot storm 

surge flood zone.

Substations impacted by 7-foot storm surge

Potential Metro Boston Flooding Disaster Scenario



Mystic Generating Station 

and 

Distrigas LNG Terminal 

Energy assets impacted by 7-foot storm surge

Sa
sa

ki
: s

ea
ch

an
ge

.s
as

ak
i.c

o
m

Potential Metro Boston Flooding Disaster Scenario



The Distrigas LNG Terminal is the only on-shore LNG terminal in 

the Northeastern U.S. It connects to the three major New England 

pipelines and National Grid’s home heating distribution system.

The Mystic Generating Station receives 

natural gas via pipeline from the Distrigas 

Terminal and provides a significant portion of 

electricity for metro-Boston.

Sasaki: seachange.sasaki.com

7-foot storm surge projection

Potential Metro Boston Flooding Disaster Scenario



7-foot storm surge projection

The MBTA’s South Boston 

Power Complex

7-foot storm surge 

projection

Transportation assets impacted by 7-foot storm surge

Sasaki: seachange.sasaki.com

Potential Metro Boston Flooding Disaster Scenario



The MBTA South Boston Power Complex is the 

system’s main connection to the city’s power grid, and it 

also houses the MBTA’s jet-fuel powered back-up 

generators.

The MBTA’s South Boston 

Power Complex

7-foot storm surge 
projection

Potential Metro Boston Flooding Disaster Scenario



RIGHT: Hurricane Florence, 

September 12, International 

Space Station

BELOW: Wind speed & streamlines 

highlighting six active tropical cyclones on 

September 12 (Earth.nullschool.net/ 

Washington Post)

Turbulence has 

become the hallmark 

of the 21st Century.

The World Bank estimates 

$300b - $500b in annual 

worldwide economic losses 



Putting 
Resilience into 
Practice
Resilience measures need 
to be incorporated into 
managing the risk of 
community disruption:

• Prior to a disaster

• During a disaster

• Following a disaster

Resilience

Cycle

Adapted from  “Resilience Cycle” by Stefan Hiermaier, Director, Fraunhofer EMI



Resilience-Centric Approach to Managing Risk

Resilience helps reduce the risk of terrorism by undermining the threat:

Threat = Intent x Capability

Reduced Vulnerability = Adversaries need more Capability

Reduced Consequence = Lowers the Motivation / Intent for an Attack



Resilience-Centric Approach to Managing Risk

Risk = Threat x Vulnerability x Consequence

Lower Vulnerability & Lower Consequence 

= Lower Threat = Lower Risk

Investments in resilience measures can serve as a deterrent 

Investments in resilience measures can make threats less terrifying



The limits of a threat-centric approach to 

safeguarding critical infrastructure



The stepping off point is to identify the:

1. Elemental capacity

2. Essential function

3. Full/normal function 

for infrastructure systems

Bolstering Resilience



ELEMENTAL CAPACITY

Elemental capacity represents the prerequisite system 

conditions that must be in place in order for an 

infrastructure system to provide its function to its users.  



Essential function is the minimal level of 

function that infrastructure system needs to 

provide in order to:

(1) support recovery, and

(2) meet the critical needs of its users.  

ESSENTIAL FUNCTION



Full / normal function is that which a critical 

infrastructure system needs to provide in order to 

satisfy the routine needs of its users and to remain 

economically viable and supportive of the public good.  

FULL / NORMAL FUNCTION



Pre-Disaster

Port St. Maarten

 Develop models and conduct simulations to:

Raise awareness and understanding of the 

potential for system disruption and its 

consequences 

Support “what-if” decisions including cost-

benefit analysis for investing in resilience 

design

Inform contingency planning and exercises.

 Prioritize and identify resilience attributes that 

should be deployed to safeguard and rapidly 

recover the elemental capacity and the essential 

function of an infrastructure, system, or network 

 Devise policy and market-based incentives for 

making sustainable investments in the attributes 

of resilience design

 Deploy tools and processes that provide 

situational awareness for early detection and to 

guide nimble response and recovery when there 

are disruptions to the elemental capacity and 

function of an infrastructure, system or network.



Following a Disaster

Port St. Maarten after Hurricane Irma

GOAL: To direct limited resources so as to 

support response, recovery, and adaptation.

 Prioritize actions that restore elemental 

capacity and essential function of an 

infrastructure, system, or network that has 

been disrupted

 Undertake actions that restore full/normal 

function.

 Learn from the event to inform how to: (1) 

improve the design and deployment of 

resilience attributes, and (2) refine the 

operational measures used to support 

response and recover.



Forecasting infrastructure investment needs and gaps

The Global Infrastructure Outlook

https://outlook.gihub.org/


Global Infrastructure Outlook 



Closing the gap



“Baking Resilience In”

• Blending development priorities 
with resilience imperatives

• Adapting codes and incentives 
to support innovative resilience 
designs

• Teaming urban planners and 
regional developers with 
emergency managers

ABOVE: Rather than trying to prevent seawater from entering the 

city, this proposal welcomes the water and repurposes the outer 

streetscapes to a new urban seashore. bostonplans.org

Led by Stephanie Goldberg AIA & Mark Reed AIA, Boston

http://www.bostonplans.org/news-calendar/news-updates/2015/06/09/mayor-walsh-honors-winners-of-boston-living-with-w
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Resilience Parameters

D = Disruption to System

R = Capability to attenuate or mitigate effect 
prior to or at time of event 

A = Capability to absorb and degrade

B = Bottom out;  Threshold Level

BT = Length of time at bottom

C = Capability to reconstitute back to initial level

T1 T2 T3

Enhancing 
Resilience 
has economic 
value by 
reducing loss 
of function

RED area represents loss of infrastructure function when 
there is a disruption:

A = Mitigation; B = Response; C=Recovery
Source: J. Kahan, et. al., Risk and Resilience: Exploring the 
Relationship, Homeland Security Studies and Analysis Institute, 
Nov 20, 2010 &  Mary Ellen Hynes, “Extreme Loading of 
Physical Infrastructure” presentation at the 4th  DHS University 
Network Summit, March 11, 2010;



44

New infrastructure function 

gained from investing in 

adaptation after the disruption.

Loss of function due to either 

poor mitigation measures, 

or slow response

Slow response, 

good mitigation 

measures

Weak mitigation measures 

and a slow response—that 

reduces the capability to 

achieve  long-term 

recovery.

Investment in 
resilience prior 
to a disaster 
and swift 
adaptation 
after a disaster 
can result in 
a net gain in 
infrastructure 
function

Good mitigation & 

rapid response

Limited mitigation 

measures, rapid 

response

Best (relatively small 

area)

Acceptable (relatively 

average day)

Worst (relatively large area)



• Resilience requires a deeper understanding of 
hazards and risks at the community and regional 
levels.

• We need to “bake-in” resilience into critical 
systems and functions.

• Large-scale disasters will always be regional and 
even global, requiring robust cross-jurisdictional 
and private/public collaboration. 

• There are new opportunities for making major 
resilience investments.

• Resilience is increasingly a competitiveness
issue: People will chose to invest and live in 
communities / regions that are resilient and 
gravitate away from those that are not.

Conclusions



Dr. Stephen E. Flynn

s.flynn@northeastern.edu
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